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Outline

» Introduction
- Low hanging fruit for cyber protection

* Brief introduction to the browser, and URL
structure

- Cybersecurity Best Practices & Use Cases




Introduction

Andy Green, Ph.D.

Parish Council Member, Holy Transfiguration, Marietta

Chair — Cybersecurity Committee, Metropolis of Atlanta

Chair — Parish Cybersecurity Subcommittee, Archdiocese of America
 Assistant Professor, Kennesaw State University

» Anything | say is my own opinion and does not represent KSU or the
University System of Georgia




Low Hanging Fruit

‘Don’t buy gift cards

‘Don’t buy/ send Cryptocurrency

-Use Multi Factor Authentication (MFA)
‘Don’t share MFA codes

‘Don’t let unknown people control your
computer
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How a URL works:

www.photos.google.com
- e e
Subdomain Top Level Domain

Domain




How scammers use this

Malicious URL:
www.google.ml.com

Valid URL:
WwWWw.support.google.com




How scammers use this

Malicious URL:
www.wellstarg0.com

Valid URL:
www.wellsfargo.com




Entering private or sensitive information?

h‘ttpSZ// Look for the lock

Ensure it’s the domain you want




Real Life Scenario

» Website displays pop up

* Victim calls number on screen

« Scammer tells them someone is
withdrawing money from their account

« Scammer asks victim to “Verify” name of
bank

“Transfers” to bank branch

Attempts to “save” money by transferring
money out of account

(1) Mac OS Browser warning:

Your computer might be infected with adware!

Your lo ite:

Las Cru day, January 02, 2015
-~ http:/ /www.mac-tech-alerts.com

Suspicious Activity Found On Your Computer, Due to

What to ‘ Pop-Up Advertisement Windows and Invasive Links. :}mputer mlght
Please Contact Certified Live Technicians th adware:
1-855-809-6230 (Toll Free)

with removing

viruses. (Toll- :tl:r‘:l;qu that
Line)

2. Strange links or menus appear

More Information: in the browser.

Seeing these pop-up's means that you may 3. Unauthorized release of files,
have adware installed on your computer usually via e-mail.

which puts the performance of your .
computer at a serious risk. It's strongly 4. A sudden decline in PC or

advised that you call the number above to Lo e iy L

get your computer fixed before you continue

' : 5. Programs not opening or
accessing the intemet.

taking a long time to start.




Real Life Scenario

1.Victim receives a text message
about a purchase using their credit
card

2 .Victim calls number on screen

3.Scammer tells them someone is
using their credit card

4.Scammer asks you to “Verify”
name of bank

5.Scammer asks for victim
credentials to “verify” identity

6.Scammer makes purchases or
orders a new credit card

Thursday, Aug 18 « 3:11 PM

Texting with (606) 203-8668 (SMS/MMS)

Order Placed:-AMZ@#DV91453EW

for KONAL Western Table Set,

Amount of $1360 will be deducted

from your card . Not you? contact
©®  us+18443060679

3:11 PM

® [  Text message ®

Y




Real Life Scenario

* Victim receives a text message
about a purchase using their debit 1
card

Text Message
Today 9:38 AM

* Victim follows visual cues to

WELLS FARGO:

cancel the charge A purchase of $1168.89 at
WALMART#129 in LOS
ANGELES CA on debit 4****
Not you? reply "CANCEL" and
follow the link to cancel

« Scammer sends link

* Victim uses link and is prompted 3 -
to login using bank credentials wellstocancel134.com




Real Life Scenario

* Victim receives a text message
about keeping an account current

* Victim follows provided link

* Victim uses link and is prompted
to login using account credentials

+1(332) 262-0253

Text Message

Today O3
loday 9:38 AM

Netflix: Please update your
membership with us to continue
watching.




Real Life Scenario

 Victim receives an email about
Keeping an account current

* Victim follows provided link

* Victim uses link and is prompted
to login using account credentials

E-mail Users - Temporary ltems

Message
i | [ | o Meeting ; - . v "
He !
o e d 3 B e &
Delete Reply Reply Forward @J " Attachment Move Junk Rules
All o

E-mail Users
O Some User (someuser) <someuser@memphis.edu>
Sunday, August 8, 2017 at 10:08 PM
To: O You

Dear Students, Faculty and Staff,

This email is from Memphis Information Technology Services (ITS).

| F
— v v
(] |
Read/Unread Categorize Follow
Up

Kindly verify your Memphis.edu e-mail within 24 hours or your e-mail will be temporarily suspended.Click Here to verify your e-mail.

Warm Regards, Trustod" Sond
|Memphi5.edu IT Helpdesk,

http:/iwerfg56453.weebly.com/




Real Life Scenario

* Victim receives an email about
Keeping an account current e

- x = dbd I3 TdMoeting | * Creste New ¥ D Onetiote ¥ "I P ad £ Find

. i 4 L Related *
Delete Aschive  Reply Reply Formard 75 .0 Move Actions = Mark Categorive Follow  Tramlese
A ) . X Urevad . U - > Select
Uvtme Kesperd Quank Stegn [ = It

Response required

* Victim follows provided link

P payPal

Response required.

Your account s stll temporanly imited because we haven't heard from you

- - - We noticed somo unusual 1og In activity with your account. Flease check that no one has logged in o
o login using account credentials

To help us with ths and 10 see what you can and cant do with your account unsl the issue is resolved
log in to your account and go to the Resolution Center

AS always, if you need help of have any questions, feel free to contact us. We're always here 10 help
Thank you for being a PayPal customer

Sincerely

PayPal

by thcking Yok 2t P boltom of any PayPel page

sl LVErainly we mre weatie 13 respond 1 enpanes sesd 3 P mddews For erviodain smwerrrs b your guesions

5




Real Life Scenario

* Victim receives an email asking
about availabililty

 Victim responds

« Scammer asks victim to make a
gift card purchase and send
details

From: Alex Mitiades <desskoffice2@gmall.com>
Date: Thursday,June 13, 2024 at 10:02 AM

To: Dr. Andy Green <andy@andy-green.org>
Subject: <no Subject>

Andy
Are you available atthe moment?

Regards,




—VER DO THIS

& GiftCard
For all things Apple~produr
games, music, movies, TV
1323133
ﬂ 0021168492
®Gift Card

For all things Apple-products.accessories, apps,
games, music, movies, TV

1323133 Bt 7
F2 000118348
2 \ .

®Gift Card
’ For all things Apple-products, accessories, a

-

games, music, movies, TV shows, iCloud+, at
| 1323135 N g

coortensog

‘ P o e -




What do these all have in common??

1.APPEAR to come from a trusted source

2.Creating a sense of urgency
3.Threats of negative outcome if action not taken

4.Requests for help




SO, WHAT

DO W

DO A

SOUT THIS?




Know who you are talking to

Never give information out to someone who calls, texts or emails
without verifying the channel of communication




Use Unique Passwords

Do not reuse passwords.

Use a password manager. Yes, a notebook and pen/pencil is ok!







Use Unique Passwords

At least use different passwords for your banking and emalil
accounts.

Please?




—nable Multifactor Authentication (MFA)

MFA prevents people from logging into accounts even if they have your
credentials. A code is sent to your email or phone as an extra security measure.

It's typically under account> Security settings. You may need to look for it.




The two biggest combinations of factors you can
employ to protect yourself in everyday life are using
uniqgue passwords and enabling MFA where
available.




Conclusion

-Stay vigilant
-Listen to your gut
-Slow down

-Talk to someone if you're unsure




—mall: agreen@holytransfiguration.info

Slides - https:/andygreen.phd/presentations
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